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ABSTRACT Internet of Things (IoT) devices have become an integral component in modern
applications, but their resource constraints pose significant challenges in implementing robust
security measures. Although AES-GCM and ChaCha20-Poly1305 are widely recognized as
Authenticated Encryption with Associated Data (AEAD) algorithms, their comparative
performance on resource-constrained microcontrollers such as the ESP32 remains under-explored,
particularly in terms of execution time, memory usage, power consumption, and throughput. This
research aims to conduct a comprehensive performance analysis of both algorithms in securing loT
data transmission on the ESP32-WROOM-32D microcontroller. This study implements both
algorithms using Arduino IDE 2.3.6, utilizing ESP32 hardware acceleration for AES-GCM and an
optimized software implementation for ChaCha20-Poly1305. Performance evaluation includes
measuring execution time precision using the ‘micros()’ function, memory usage through
"ESP.getFreeHeap()', and power consumption through shunt resistor analysis. The research results
reveal different performance characteristics between the two algorithms across all evaluated
metrics, providing valuable comparative insights for IoT developers to choose the optimal
cryptographic solution based on specific application requirements and resource constraints, thereby

enhancing security implementation in embedded systems.
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I INTRODUCTION

The Internet of Things (IoT) has become an
essential component in modern life, with rapid
growth across various sectors such as smart homes
[1][2]. The ESP32 is one of the most popular
microcontrollers used in IoT device development
due to its built-in Wi-Fi and Bluetooth capabilities,
affordable price, and adequate performance [3][4].
Data transmitted by IoT devices is often sensitive
and private in nature. Therefore, the use of
appropriate encryption algorithms becomes crucial
to maintain data confidentiality, integrity, and
authentication [5][6]. AES-GCM and ChaCha20-
Poly1305 are Authenticated Encryption with
Associated Data (AEAD) algorithms that are widely
recommended for secure communication on
resource-constrained  devices.  Although both
algorithms have been extensively studied in general,
a comparison of their implementation on ESP32
microcontrollers in the context of IoT applications
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still requires more in-depth examination. Based on
this background, this research aims to conduct a
comprehensive comparative analysis between AES-
GCM and ChaCha20-Poly1305 algorithms on the
ESP32 microcontroller, in order to provide
recommendations for the most optimal algorithm for
data security on IoT devices with limited resource
characteristics [7][8][9].

This research specifically focuses on AES-
GCM and ChaCha20-Poly1305 for several critical
reasons. First, both algorithms represent the two
most widely adopted AEAD standards in modern
security protocols, with AES-GCM standardized by
NIST (SP 800-38D) and extensively used in
TLS/SSL, while ChaCha20-Poly1305 is adopted in
TLS 1.3 and widely implemented in mobile and
embedded systems. Second, these algorithms
embody fundamentally different cryptographic
design philosophies: AES-GCM is block cipher-
based and benefits from hardware acceleration on
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many processors, whereas ChaCha20-Poly1305 is
stream cipher-based and designed for efficient
software  implementation  without requiring
hardware acceleration [10][11][12]. This distinction
is particularly relevant for ESP32, which features
built-in AES hardware acceleration but lacks
dedicated ChaCha20 support, making the
performance comparison scientifically valuable.
Third, both algorithms provide mature and well-
optimized library implementations for ESP32,
ensuring practical applicability of our findings.
While other AEAD algorithms exist AES-GCM and
ChaCha20-Poly1305 represent the primary choice
faced by IoT developers and have the most extensive
industry adoption, making this comparative analysis
highly relevant for real-world IoT implementations.

Several studies have investigated the
performance and security of AES-GCM and
ChaCha20-Poly1305 algorithms in various contexts
and platforms. Research conducted by Susanti et al.
[13] entitled "Comparison of Performance and
Security of Modern Cryptographic Algorithms
AES-GCM and ChaCha20-Poly1305" analyzed the
comparison between the performance and security

TABLE 1. Previous Research

levels of both algorithms through testing of
encryption and decryption time, as well as
simulations of timing attacks to evaluate the
effectiveness of each algorithm in maintaining data
security. Nguyen and Le [14] in their study
"Implementation of ChaCha20-Poly1305 on Self-
Organization Data Framing for Enhancing IoT
Communication" implemented the ChaCha20-
Poly1305 algorithm in a data framing mechanism to
enhance communication security in IoT systems,
with evaluation performed on ARM Cortex-M4
(STM32) and ESP32-based devices to assess the
performance and reliability of the algorithm in loT
environments. Furthermore, Patria et al. [15]
conducted a "Comparative Analysis of the
Performance of AES-GCM and ChaCha20-
Poly1305 in AEAD-Based PDF Document
Encryption" which compared the performance of
both algorithms in encrypting PDF documents using
the AEAD scheme, with evaluation carried out on
servers equipped with AES-NI-enabled CPUs to
identify differences in efficiency and performance
between the two algorithms.

Researcher’s Research Title Research Result Equation Difference
Name/Year
Anggi Susanti, Perbandingan This study analyzes This study tests This study used a
Bayu Ade Kinerja Dan the comparison both the AES- standard
Prasetiya, Keamanan between the GCM and desktop/PC
Oktafiyan  Dyah Algoritma performance and ChaCha20- platform with
Pangesti, Liling Kriptografi security levels of Polyl1305 Python
Daru Suryawati, Modern AES- AES-GCM and algorithms using programming
Indrawan Ady GCM Dengan ChaCha20-Poly1305  quantitative language and data
Saputro, 2024 ChaCha20- through experimental sizes of 1KB,
Poly1305 encryption/decryption methods to 1MB, and 10MB.
time testing and evaluate The results show
timing attack encryption and that ChaCha20 is
simulations. decryption faster with a focus
performance as on general
well as security comparisons.
against timing
attacks.
Vu-Minh-Thanh Implementation of This research This study also This research uses
Nguyen, Duc- ChaCha20- implements tested ChaCha20- an IoT embedded
Hung Le, 2024 Poly1305 on Self- ChaCha20-Poly1305  Poly1305 with a systems platform
Organization Data on framing data for focus on data (ARM Cortex-M4)
Framing for IoT communication. security and with C/C++
Enhancing IoT Tested on ARM performance and language and
Communication Cortex-M4 (STM32) efficiency focuses on IoT
and ESP32. evaluation using communication
the AEAD scheme. with
UART/MQTT.

The overhead file
is 28 bytes for a

specific BTS
monitoring
application.
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Muhammad Patria,
Dea Andini
Andriati, 2025

Ahmad Miftah
Fauzi, Arief
Zulianto, Purnomo
Yustianto, 2025

Analisis
Komparatif
Performa
GCM
ChaCha20-
Poly1305  dalam
Enkripsi Dokumen
PDF Berbasis
AEAD

AES-
dan

Perbandingan
Kinerja Algoritma
Enkripsi
Chacha20,
Salsa20,
Advanced
Encryption
Standard
pada
Mikrokontroler

dan

(AES)

This study compares
the performance of
AES-GCM and
ChaCha20-Poly1305
in encrypting PDF
documents. Tested on
a server with an AES-
NI CPU.

This study compares
AES, ChaCha20, and
Salsa20  on  four
microcontroller
platforms  (ESP32,
ESP32-S2, Arduino
Uno, Arduino Mega)
using Wokwi
simulation with 30
repetitions.

This study
compares  AES-
GCM Vs
ChaCha20-
Poly1305  using
experimental
methods to test
encryption and
decryption times
and evaluate
throughput and
stability.

This study tests
both the ChaCha20
and AES
algorithms,
focusing on
cryptographic
performance using
experimental
methods to
evaluate speed and
efficiency.

This study
compares AES-
GCM Vs
ChaCha20-
Poly1305  using
experimental
methods to test
encryption and
decryption times as
well as evaluate
throughput and
stability. The

platform used is a
modern VPS
Server with AES-
NI using the Go
(Golang) language
with data sizes
ranging from
100KB to 200MB
(5000+ files). The
results show that
AES-GCM is
faster with a focus
on encrypting PDF
documents for the
e-Meterai platform
application.

This study uses a
microcontroller
platform (ESP32-
S2, Arduino) to test
three  algorithms
(AES, ChaCha20,
Salsa20) with a
focus on embedded
systems with
limited power and
smaller data sizes.
The results show
that ChaCha20 is
the most efficient.

1L METHOD

A. RESEARCH DESIGN
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FIGURE 1. Research Design

This research, as illustrated in Figure 1,
began with the identification of the problem
regarding the need to select an efficient and secure
cryptographic algorithm for [oT devices with limited
resources such as the ESP32 microcontroller,
followed by the design of a framework that
systematically and methodically addresses this
problem. During the implementation phase, AES-
GCM utilized the hardware acceleration available on
the ESP32, while ChaCha20-Polyl305 was
optimally implemented in software, with a
measurement system designed to capture real-time
data on execution time, memory usage, and power
consumption with high precision. Next, the testing
stage was carried out by systematically executing
pre-prepared scenarios to obtain performance data
for both algorithms, where the results of the analysis
were used as a basis for comparing the performance
of the two algorithms in various parameters that had
been tested. The research conclusions include
recommendations for practical implementation for
IoT application developers, identification of
research limitations, and suggestions for further
development and research in similar areas.

B. DESIGN OF THE DEVICE

The IoT device design in this study, shown in
Figure 2, was designed to simulate a simple IoT
application scenario involving data encryption on
devices with limited resources. The IoT system
consists of an ESP32 module as the processing core,
which is connected to supporting components for
performance measurement and status indication.

FIGURE 2. Design of The Device

C. SYSTEM BLOCK DIAGRAM

Sensor LDR

Read sensor data
Format Data

ENCRYPTION ALGORITHM

ChaCha?ﬂ-F‘olvﬂDS}

{ AES-GCM ]

1

MEASUREMENT MODULE

Memory Usage ][ Throughput

Encrypted Data

FIGURE 3. System Block Diagram

‘[ Execution Time

This system block diagram, shown in Figure
3, illustrates the workflow from sensor data
acquisition to encryption on ESP32-based IoT
devices. The LDR sensor detects light intensity and
generates analog data that is received by the ESP32
microcontroller, then the data goes through a pre-
processing stage for filtering and analog-to-digital
conversion. After the sensor data is read and
formatted into the appropriate structure, it enters the
Encryption Algorithm module, which applies two
methods: AES-GCM with hardware acceleration
and ChaCha20-Poly1305 in software. During the
encryption process, the Measurement Module
monitors three performance parameters, namely
Execution Time, Memory Usage, and Throughput,
to compare the efficiency of the two algorithms. The
end result of this process is Encrypted Data that is
secure for transmission or storage, along with
performance measurement data that is used as
comparative analysis material for the two encryption
algorithms.

D. DATA COLLECTION TECHNIQUES
Data collection was conducted through direct
experiments using the ESP32 platform with
integrated instrumentation. Execution time was
measured using the micros() function in the Arduino
IDE with microsecond precision, recording the time
before and after the encryption/decryption process

13

© 2026 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more
information, see https://creativecommons.org/licenses/by-nc-nd/4.0/



Dwi Dinda Meylani Angelina: Comparative Analysis of AES-GCM and ChaCha20-Poly1305 in
loT Data Encryption Based on ESP32

for payloads of 16, 32, and 64 bytes representing
sensor data. RAM memory measurements were
performed wusing the ESP.getHeapSize() and
ESP.getFreeHeap() functions to monitor the heap, as
well as an IDE profiling tool for static memory
analysis, which was measured at three stages: during
booting, algorithm initialization, and during the
encryption/decryption process. Power consumption
was measured by installing a 1Q shunt resistor in
series on the ESP32 power supply line, using a
digital multimeter to calculate the current in idle and
intensive encryption conditions, with the ESP32
operating in full active mode without Wi-Fi and
Bluetooth, and recording the current every 100
milliseconds for 30 seconds. Throughput is
calculated from the comparison of plaintext data size
with execution duration in bytes per second (B/s) for
various data size variations to analyze the
algorithm's scalability in simulating various data
transmission scenarios in [oT systems.

I11. RESULT AND DISCUSSION
A. HARDWARE IMPLEMENTATION

The hardware is assembled based on the
specified system block diagram. The ESP32 DevKit,
specifically the ESP32-WROOM-32D type, serves
as the core of cryptographic processing. As an
external trigger, an LDR sensor is installed to ensure
consistency in the initiation of each measurement
cycle. Meanwhile, an indicator LED connected to
the GPIO pin provides a visual display of the
system's operating status.

The Figure 4 shows the hardware design
implemented during the experimental testing phase.
The ESP32 DevKit module is placed on the right
side of the breadboard, with power and serial
communication supplied via a micro USB cable.
This supports controlled testing that is consistently
replicble.

FIGURE 4. Hardware Implementation

B. SOFTWARE IMPLEMENTATION

The software was developed using Arduino
IDE 2.3.6 with ESP32 Board Package 3.3.5 support.
Its main functions are to control sensor data
acquisition, data processing, and wireless
communication. Sensor readings are taken
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periodically using the "analogRead()" function, and
the raw data obtained is then processed according to
system requirements. Before being sent to the server
or displayed, the data is secured using cryptographic
techniques to maintain confidentiality and integrity.
The system also records performance parameters
such as execution time, memory usage, throughput,
and estimated power consumption.

The results of data processing are presented
in a structured format in the Serial Monitor,
facilitating recording and further analysis with
software such as Microsoft Excel. With the
implemented architecture, the system is expected to
operate stably, efficiently, and in accordance with
the planned functional specifications.

1. Implementation of the AES-GCM
Algorithm
a) Library and Dependencies
1) Library: mbedTLS (Mbed Transport Layer
Security)
2) Header files:
- mbedtls/gcm.h - for Galois/Counter
Mode
- mbedtls/aes.h - for core AES algorithm
3) Supoorting libraries:
- WiFih - for ESP32 wireless
connectivity
b) Program Architecture
1) Initialization Module
During the setup stage, the following components
are initialized:

le(LDR_PIN,

FIGURE 5. Setup Module

Cryptographic initialization is performed with the

MBEDTLS_CIPHER_ID_AE

FIGURE 6. AES-GCM Initialization

Encryption Key Configuration:
- Key length: 256-bit (32 bytes) for maximum
security level
- Key value: Uses sequential values from 0x00
to 0x1F for consistent testing
- IV (Initialization Vector): 12 bytes with
automatic increment mechanism to prevent
reuse of the same IV
2) Data Reading and Encryption Module
This module is the core of the performance
measurement system. The updateSensorData()
function performs a series of operations with high-
precision time measurement:
- Sensor Data Acquisition
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startSensor = 0;
nilailDR = 1 (LDR_PIN);

ledstatus (nilailDR < threshold);
(LED_PIN, ledStatus ? HIGH : LOW);
timeSensor = m () - startsensor;

FIGURE 7. Sensor Data Acquisition

- Plaintext Formation
The system creates plaintext with a structured
format that includes sensor information:

FIGURE 8. Plaintext Formation

To meet the test data size requirement (32 bytes),
deterministic padding implementation is performed:

n(plaintext);
2:

en < targetSize) {
t[len] = 'X';

plaintext[targetSize] = "\@';
len = targetSize;

lastPlaintext = String(plaintext);

FIGURE 9. Plaintext Padding
- AES-GCM Encryption

The encryption process is performed with precise
execution time measurement:

ENCRYPT,

*Jplaintext,

timeencrypt ros() - startencrypt;

FIGURE 10. AES-GCM Encryption

Parameter Explanation:

- IV (12 bytes): Uses increment mechanism for
each encryption, ensuring unique IV for each
operation

- AAD (Additional Authenticated Data): Not
used in this research (NULL, 0), focus on pure
sensor data encryption

- Tag (16 bytes): Generates 128-bit
authentication tag for integrity verification

2. Implementation of the ChaCha20-Poly1305
Algorithm

a) Library and Dependencies

1) Library: mbedTLS (Mbed Transport Layer
Security)
2) Header files:
- WiFih - for ESP32  wireless
connectivity
- WebServerh -  for
monitoring interface
3) Supoorting libraries:
- WiFith - for ESP32  wireless
connectivity

web-based

b) Program Architecture

1) [Initialization Module
During the setup stage, the following components
are initialized:

)

FIGURE 11. Setup Module

Unlike some other cryptographic implementations
that require special context initialization in the setup
stage, ChaCha20-Poly1305 uses a more flexible

approach:
chachapoly aead;

FIGURE 12. Context Initialization

Encryption Key Configuration:

0X00,0x01,0 %04, 0X05 , 8X06 , 0X07 ,
0x08,0x09,0x0A, 8X0B , 8XAC , 3XAD , BXOE , OXOF ,
3,0x14,0x15,0X16,0X17,

0x10,0x11,0X1.
0x18,0x19,0x1A,0X18B ,0X1C,0x1D, @X1E , @X1F

FIGURE 13. Encryption Key Configuration

Key Specifications:

- Key length: 256-bit (32 bytes) for maximum
security level

- Key value: Uses sequential values from 0x00
to Ox1F for consistent testing

- Key management: Key is reset for each
encryption operation using setKey() function

Nonce (Initialization Vector) Configuration:

FIGURE 14. Nonce Configuration

Nonce Specifications:

- Size: 12 bytes (96 bits)

- Mechanism: Counter-based increment for each
encryption

- Security: Ensures nonce uniqueness, critical
for ChaCha20-Poly1305 security

2) Data Reading and Encryption Module
- Sensor Data Acquisition

FIGURE 15. Sensor Data Acquisition

Plaintext Formation and Padding

nilailDR
ledStatus

nsor;

FIGURE 16. Plaintext Formation and Padding

- ChaCha20-Poly1305 Encryption
The encryption process consists of 5 main stages
with precision time measurement:
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a. Context Initialization and Key Setup

ring(plaintext);

FIGURE 17. Context Initialization

b. Nonce Increment and Configuration

(key, sizeof(key));
nonce, sizeof(nonce));
ypt(ciphertext, (
g(tag, sizeof(tag));

*)plaintext, len);

timeEncrypt = micros() - startEncrypt;

FIGURE 19. Data Encryption

C. TEST RESULTS

TABLE 2. Execution Time Test Results

Algorithm Minimum Maximum Average

Value Value Value
AES-GCM 175 ms 226 ms 176,65 ms
ChaCha20- 112 ms 131 ms 119,24 ms
Poly1305

ChaCha20-Poly1305 is 57.41 ms faster than
AES-GCM, or approximately 32.5% faster in
execution time. This significant performance
improvement can be attributed to ChaCha20-
Poly1305's software-optimized design, which does
not require specialized hardware acceleration like
AES-NI instructions that benefit AES-GCM. The
faster execution time makes ChaCha20-Poly1305
particularly suitable for real-time encryption
applications and environments with limited
hardware resources.

TABLE 3. Memory Usage Test Results

Algorithm Minimum Maximum Average

Value Value Value
AES-GCM 96.864 KB 96.888 KB 96.868,67 KB
ChaCha20- 96.788 KB 96.992 KB 96.862,12 KB
Poly1305

ChaCha20-Poly1305 uses 6.55 KB less than
AES-GCM, or 0.0068% less memory. However, this
difference is negligible in practical applications and
indicates that both algorithms have nearly identical
memory footprints. This minimal variance suggests
that memory consumption should not be a
determining factor when choosing between these
two algorithms, as both demonstrate excellent
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memory efficiency suitable for resource-constrained
devices.

TABLE 4. Power Consumption Test Results

Algorithm Minimum Maximum Average

Value Value Value
AES-GCM 80 mA 80 mA 80 mA
ChaCha20- 80 mA 80 mA 80 mA
Poly1305

There is no difference in power consumption
between the two algorithms, with both maintaining
a consistent 80 milliampere. This identical energy
consumption indicates that neither algorithm offers
an advantage in terms of power efficiency for this
implementation. The result suggests that the choice
between AES-GCM and ChaCha20-Poly1305 will
not impact the energy costs or battery life in mobile
or [oT applications.

TABLE 5. Throughput Test Results

Algorithm Minimum Maximum Average
Value Value Value
AES-GCM 76.086,95 111.111,11 106.567,82
Kbps Kbps Kbps
ChaCha20- 215.686,28 269.230,78 260.678,94
Poly1305 Kbps Kbps Kbps

ChaCha20-Poly1305 achieves a throughput
of 260,678.94 Kbps, which is 154,111.12 Kbps
higher than AES-GCM (106,567.82 Kbps),
representing a 144.6% increase or approximately 2.4
times faster. This substantial throughput advantage
demonstrates ~ ChaCha20-Poly1305's  superior
capability in handling large volumes of data
efficiently. The higher throughput makes
ChaCha20-Poly1305 the preferred choice for
applications requiring high-speed data transmission,
such as video streaming, large file transfers, or high-
traffic network communications.

The significantly higher throughput of
ChaCha20-Poly1305 compared to AES-GCM can
be attributed to several fundamental architectural
differences between the two algorithms. First,
ChaCha20-Poly1305 is a stream cipher that operates
on individual bytes and uses simple ARX (Addition-
Rotation-XOR) operations, which are inherently fast
on general-purpose processors and require fewer
CPU cycles per byte processed. In contrast, AES-
GCM is a block cipher operating on fixed 128-bit
blocks through multiple rounds of substitution-
permutation network transformations, which
involve table lookups and more complex operations
that can create processing bottlenecks, especially
when hardware acceleration is not available or fully
utilized. Second, on the ESP32 platform used in this
study, while AES-GCM can leverage hardware
acceleration through the ESP32’s built-in AES
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cryptographic  accelerator, this  acceleration
primarily benefits the AES encryption component
but does not extend to the GHASH authentication
function in GCM mode, which must still be
computed in software using finite field arithmetic
that is computationally intensive. ChaCha20-
Poly1305, despite running entirely in software
without dedicated hardware support, benefits from
its design optimization for software implementation
where the ChaCha20 cipher and Poly1305
authenticator both use simple 32-bit operations that
execute efficiently on the ESP32’s 32-bit
architecture. Third, the memory access patterns
differ significantly: AES-GCM’s table-based S-box
operations can suffer from cache misses and timing
variations, whereas ChaCha20-Poly1305°s
operations are more cache-friendly with predictable,
constant-time execution paths that reduce memory
latency. Additionally, the parallel processing
capability of ChaCha20-Poly1305 allows for better
utilization of modern CPU architectures, as its
quarter-round function can process multiple data
streams simultaneously without dependencies, while
AES-GCM’s sequential block processing creates
inherent Dbottlenecks. These combined factors
explain why ChaCha20-Polyl1305 demonstrates
superior throughput performance even when AES-
GCM has access to hardware acceleration,
particularly in scenarios involving continuous data
streaming where the cipher’s ability to process data
with minimal overhead becomes critical for
maintaining high throughput rates.

TABLE 6. Comparative Summary Table

Parameter AES-GCM ChaCha20-
Poly1305
Execution Time (ms) 176.65 119.24
Memory Usage (KB) 96868.67 96862.12
Power Consumption (W) 80 80
Throughput (Kbps) 106,567.82 260,678.94

Based on the comparison results in the table
above, ChaCha20-Poly1305 shows superior
performance in three of the four parameters tested.
This algorithm is significantly faster in execution
time (32.5%  improvement) and delivers
substantially higher throughput (2.4x faster) than
AES-GCM. Meanwhile, the memory usage
difference is minimal and power consumption
remains identical at 80 milliampere.

The very small difference in memory usage
indicates that both algorithms are equally efficient in
terms of memory utilization. The major
differentiating factor between the two algorithms
lies in execution speed and throughput capacity,
where ChaCha20-Poly1305 demonstrates clear
advantages for high-volume data processing
scenarios.

These findings align with previous research
that have shown ChaCha20-Poly1305's efficiency in

software-based implementations, particularly on
devices without AES hardware acceleration. The
performance gap becomes especially significant in
mobile and embedded systems, where AES-GCM
cannot leverage specialized CPU instructions.
However, it should be noted that in systems with
AES-NI support, the performance difference may be
reduced, though ChaCha20-Poly1305 would still
maintain its throughput advantage.

D. BRIEF ANALYSIS OF TEST RESULTS

1) Execution Time:
ChaCha20-Poly1305 is significantly faster
than AES-GCM, making it suitable for
applications that require high speed such as
streaming or real-time communication.

2) Memory Usage:
The difference in memory usage is very small,
but ChaCha20-Poly1305 is slightly more
efficient.

3) Power Consumption:
Both algorithms have the same power
consumption, indicating equivalent energy
efficiency.

4) Throughput:
ChaCha20-Poly1305 shows  significantly
higher throughput performance, indicating its
ability to handle large data volumes more
efficiently.

IvV. CONCLUSION

This research successfully analyzed the
performance of AES-GCM and ChaCha20-
Poly1305 on ESP32-WROOM-32D microcontroller
to provide comparative insights for optimal
cryptographic solution selection in resource-
constrained IoT devices. The results demonstrate
that ChaCha20-Poly1305 significantly outperforms
AES-GCM with 32.5% faster execution time
(119.24 ms vs. 176.65 ms) and 144.6% higher
throughput (260,678.94 Kbps vs. 106,567.82 Kbps),
while both algorithms show identical power
consumption (80 milliampere) and negligible
memory differences. These findings recommend
ChaCha20-Poly1305 as the optimal choice for
ESP32-based IoT applications requiring high-speed
data processing and real-time encryption without
specialized hardware acceleration.
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