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ABSTRACT One of the problems in the Internet of Things (IoT) system is the Distributed Denial
of Service (DDoS) attack on the information technology infrastructure in the internet network. This
is because the IoT device system does not have a gateway portal configuration that is able to provide
the required security and privacy protection. This study focuses on the mechanism for reducing the
impact of the http flood type DDoS attack on the framework layer using the Gemstone architecture.
Gemstone architecture is a PHP-based framework integrated with PHP Swoole. PHP Swoole
utilizes event-driven which provides several features to access the transport layer on onConnect so
that it can be used to implement initial security such as access control lists, connection concurrency
management, and server performance optimization. The methodology used is to develop a TCP
connection filtering algorithm by implementing a simple queue system by accepting 67% of
connections to be forwarded to the next layer and 33% of connections will be queued with a 2-
second timeout. The results of this study indicate that the server can minimize the impact of DDoS

and handle traffic specifically for http requests with an average latency of 871.8 ms.
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LINTRODUCTION

IoT involves millions of connected devices,
making it an attractive target for Distributed Denial
of Service (DDoS) attackers to exploit
vulnerabilities in devices that often have low
security. Many IoT devices are designed with
limited resources (such as computing power and
memory), making it difficult to implement strong
security protocols, making the devices more
vulnerable to attacks. IoT is often used in critical
sectors such as transportation, healthcare, and
energy. DDoS attacks on these systems can cause
serious disruptions, such as service outages that
compromise public safety [1], [2].

Distributed denial of service attacks are a
type of attack carried out with the aim of flooding
traffic from web services by sending large-scale
requests from the http, tcp, udp protocols with the
aim of causing the server to collapse and be unable
to process a request [3], [4]. As Salim et al. [5]
highlight in their comprehensive survey, the DDoS
attack landscape and preservation mechanisms are

continually evolving, necessitating ongoing research
and mitigation strategy development.

DDoS attack detection and mitigation models
vary greatly because they have several types of
attacks, types of protocols used, volume of attacks,
and unique attack patterns. Diaba et al. [6] the
importance of developing robust information
metrics for accurate attack detection. In the context
of cloud computing environments. This research
focuses on detecting low and high-level DDoS
attacks by identifying attack parameters, attack
patterns, and the combination of protocols used.
Their evaluation results provide informative insights
into the challenges of accurately identifying various
types of DDoS attacks. Alshahrani et al. [7]
discusses how Software-Defined Networking
(SDN) can be leveraged to combat DDoS attacks,
highlighting the potential for innovative approaches
in network security.

With the development of security technology
on web servers, there are many third-party features
that make it easier for users to customize and
combine DDoS handling as offered by web hosting
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providers in their services [8], [9]. However, to get
this feature you need to pay for a premium package
which is quite financially draining considering that
the need for DDoS protection on some medium to
lower scale websites does not require special
protection to carry out DDoS mitigation [10]. Danta
et al. [11] provides a taxonomy of these attacks,
underscoring the need for dedicated defence
mechanisms at the application layer. This research
aims to provide solutions related to handling DDoS
attacks at the framework layer to reduce the impact
of http flood type attacks using the PHP and Swoole
languages. From their research, it is relevant to the
objectives of this research with a direct focus on
handling at the application layer. This insight
provides several insights into this research approach
in designing a mitigation strategy that can
effectively handle high-volume attack patterns
carried out by one valid address with a lot of request
concurrency in slow patterns.

Swoole is an extension of the PHP language
that offers additional capabilities used to build high-
performance web and server applications [12], [13],
[14]. Yang et al. [15] compared Swoole with other
PHP asynchronous frameworks, showing its
efficiency in handling connections and request
management in concurrent environments so that this
technology can be used as a tool to build a basic
security system at the framework layer that has the
capabilities and features to access higher OS layers.
In their research regarding the characteristics of
Swoole's performance, it was used as a basis used as
a reference for developing a flow mitigation and
mitigation system for http flood attacks using the
event-driven feature because in the trial it could
handle IP connections when there were requests and
handle high request traffic.

This research, based on references in the
previous sub-chapter, specifically focuses on a
model to reduce the impact of HTTP Flood type
DDoS using the Swoole extension which provides
additional features to PHP programming in building
its own server with event-driven capabilities and
lower-level OSI layer access. In previous work,
handling DDoS focused on a separate layer with
different technology to focus on the network layer in
filtering connections and monitoring anomalies
related to packets sent at layer 4, detecting attack
patterns, and increasing the efficiency of traffic
distributed to servers [16], [17]. In this research, the
focus is on the mechanism for reducing the impact
of flood type DDoS attacks implemented in a
framework called Gemstone-subprocess using
Swoole technology. By utilizing Swoole technology
which has the capability to directly filter TCP
connections at Layer 4 wusing event-driven
OnConnect and several other functions, you can
reduce the use of other technologies to build your
own firewall at the application layer level [18]. Then
Swoole provides an asynchronous and concurrency
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environment, so it is very relevant to the approach in
this research which combines several elements such
as connection filtering, queuing systems, and real-
time connection management to create a reduction
layer to reduce the impact of DDoS Flood Http. The
algorithm used in this research is to filter TCP
connections which implements a queuing system by
accepting 67% of connections to be processed
immediately at the next layer and 33% will be
queued for 2 seconds as the queue time limit before
the connection is closed. Then, each connected IP
address will have concurrency limitations to avoid
exploitation attacks by utilizing 1 IP to carry out
several concurrency processes which can drain
resources on the server.

To describe the measurement method in the
previous paragraph using metrics such as measuring
average latency, request handling capacity, error rate
on sockets. This research aims to provide a solution
to simplify the DDoS mitigation package at the
framework layer which aims to minimize the use of
tools to overcome medium to low scale DDoS.

ILMETHOD
In this section, the design of the framework
that will be built using the gemstone architecture
will be explained. Where the system design process
starts from creating a folder architecture, gemstone
process flow, framework execution model flow, and
Xgen query feature flow.

1. Folder Architecture Design

Figure 1 is a design of the proposed
framework's folder architecture consisting of devise,
public, setup, tempSTR, and migration folders.

Devise, is a directory that contains a
framework for building a website. The Basedata sub-
directory is used to handle database-related data
queries, Display functions as a directory to store
codes that will be displayed on the user side, Service
is a directory that contains code logic to integrate,
manage data, and transmit data to other program
classes as needed. Public is a directory that functions
to store utility files such as css, images, JavaScript
code. In addition, the public folder also functions as a
directory that stores special files to publish the code
to the user [19].

Setup is a directory that contains the
bootstrap program, server config, database config,
logger config, and command runner -config.
TempSTR is a directory that functions as a container
for storing files on the submission form in image and
document formats. Migration contains the table
configuration of the database used for migration.
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FIGURE 1. Folder architecture design in framework.

2. Gamestone process flow

In figure 2 is a gemstone sub-process that
performs 3 stages of the process on the onConnect
event that filters and limits connections from a tcp/ip
that must not exceed a certain threshold and if a
connection exceeds the number of concurrencies set
then the connection according to the first threshold
will be accepted and forwarded to the onRequest
event while those that do not will have their
connections closed. The algorithm applied in this
study filters TCP connections by implementing a
queuing mechanism, where 67% of incoming
connections are forwarded directly for immediate
processing at the next layer, while the remaining 33%
are temporarily placed in a queue for up to 2 seconds
before being terminated if not processed. In the
Onrequest event gemstone performs several stages
such as rate limiter, cors validation, csrf token
validation on post/put requests and the last is to
sanitize the data so that when the data is called in the
service layer the data is ready to use.

REQUEST
SANTIZER

FIGURE 2. Gamestone process flow.

3. Framework execution model flow

Figure 3 is an abstraction architecture on the
framework that will start from stage 1, namely after
the server is initiated and receives a request, it will be
forwarded to the onConnect event that controls the
tcp connection from the ip request that will be filtered

concurrently on each user so as not to exceed a
certain limit. Then wvalid connections will be
forwarded to the onRequest event for the gemstone
stage 2 process, namely validating the csrf token,
cors, rate-limiting. Then continue with the routing
process involving the dispatch router and
middleware process to validate requests from clients
that will reach the service layer with data that has
been sanitized by default to clean tags or scripts that
have the potential to be malicious.
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FIGURE 3. Framework execution model flow.

4. Xgen Query Feature Flowchart

Figure 4 is a boot model of the Xgen feature
which in its implementation will start from creating
a pool connection on the manager that runs the
instance and forwarded to the gemstone layer which
will eventually be used by the service layer. In Xgen
query which instance will be filled with data, then the
data will be bound first and prepared in the prepared
statement for later the function will be triggered to
manipulate table data in the database.

XGEN POOL CONNECTION
MAMAGEMENT

SERVER START

ON WORKERSTART

FIGURE 4. Xgen Query Feature Flowchart.
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III.LRESULT AND DISCUSSION

This section will explain the framework
implementation process based on the system design
created. At this stage, the framework is prepared with
the aim of being used and meeting the targets related
to the design that has been made. This design will
involve several processes related to the preparation
of folder structures, installation of certain libraries
that have been specifically designed with the
Framework environment and adding setups to be
integrated as bootstrap classes as entry points for the
framework system in running its functions.

L. Implementation of folder structure design

In figure 5 is the base folder structure that
has been implemented and there are slight changes in
the structure to reduce the number of folders to be
more efficient. The first is removed is tempSTR
which is used as a place to store files merged to the
public and can freely determine its storage, the
removal of the router folder because the use of the
router has been implemented dynamically, and the
last is the addition of a writeable folder used to store
logs, static cache that can only be written by the
framework.

root@DESKTOP-HP80I7D: /home/xel/app-test# 1s -la

1
root
root
xel
root

1 root

FIGURE 5. Implementation of folder structure design.

2. Server Configuration Setup

In Figure 6, show about the server
configuration. In the additional setup, by default, it
activates worker Num which refers to the number of
threads that will be run by the framework according
to the number provided by the computer
specifications, task worker num relates to the
number of workers that are isolated and dedicated to
running tasks asynchronously, document root as the
root folder identification of the framework, and
enable static handler which is used to activate the
server to render static content.
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FIGURE 6. Implementation of configuration.

3. Database Configuration Setup

In Figure 7 is the configuration of the database
using PHP Document Object and the main driver
recommended to use is MySQL. Unlike most php
frameworks, the database connection feature in PHP
by default can use pool mode to define more than 1
connection and increase the effectiveness of
performing high-intensity query activities without
sacrificing performance. The model from the pool
mode will not be destroyed but will be returned to the
pool so that it can be reused by other processes
without having to create a connection from scratch.

EXCEPTION

'migration’
'pathMigration’ /migration”

FIGURE 7. Implementation of database configuration.

4. Gemstone configuration setup

In figure 8 is the default configuration of the
Gemstone sub process which starts with defining
rate-limiting and Ip filter using the sliding size
window algorithm which functions to limit requests
per ip address at a certain interval. In default mode,
it will use request restrictions only at a certain
interval and renew the access quota at the next
interval and the filter mode will block the ip when an
ip uses a request more than the second threshold and
at the next interval the ip will not be able to be used
to access the destination address/resource. The
second is the CORS origin restriction which
functions to filter related addresses that can access
the server, headers, cookies and requests that are
allowed to access the server. and the third is the
activation of CSRF protection.
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FIGURE 8. Implementation of gemstone configuration.

5. Implementation in website

In Figure 9 is a simulation page of the
applied DDoS attack which has 2 sections, namely
the description section which explains the DDoS type
of flood http which targets flooding http requests on
a specific destination to drain server resources until
the server collapses and can no longer handle
requests. And in the second section is a DDoS trial
with gemstone DDoS reduction protection which
will be compared with technology without DDoS.

FIGURE 9. Implementation of website for DDoS
instruction.

In this section, several test scenarios will be
explained that will be carried out on the framework
being developed. Starting from framework latency
testing, framework reliability testing against DDoS
attacks, and framework testing against Cross-site
scripting (XSS) attacks.

A. Gemstone framework analysis with other
frameworks

In the benchmark test, 2 types of tests were
carried out, namely restful API testing that returns
"hello world" in Json form and returns query values
containing id, name, email data in Json form on the
proposed Framework and Xpress JS. The
comparison parameters taken are the average latency
per framework, and average requests per second.
Figure 10 shows the average latency between the
proposed frameworks compared to Express JS.
Where the results show that from 10 trials, the
latency of the proposed framework has a lower value
or a faster time process. Figure 11 shows the average
request from each framework. Which results also
show the number of requests from the proposed

framework has a higher value compared to Express
JS.

Average of Latency (ms)

B Framework proposed Express Is

L1 N A I_ N NN
FIGURE 10. Average of latency.

Average of Request (Reqg/s)

15
1o
05

0o

FIGURE 11. Average of Request.

B. Testing against DDoS attacks

Based on the mechanism testing at the
beginning of chapter 3, get the result data in table 1
about the comparison of average latency, average
requests per second, and total requests in 5 minutes
during the attack. Based on the performance results,
the empty server shows better performance to handle
throughput with low latency, followed by the use of
gemstone with non-blocking mode which results
below the empty server because of the additional
layer to do filter connections and the third test has
completed the goal that will block connections
continuously when tcp/ip clients have more
concurrent requests compared to the threshold. In
table 2 provide additional results for socket error
performance after the attack which shows about
handling progress in the three mechanism tests,
namely

e  Without Gemstone Layer, the system doesn’t
have any socket errors but has high number of
timeout indicating the server get overwhelmed
during the attack.

e When using Gemstone Layer without blocking
mode, there is have significant reduction about
timeout with tradeoff several error on read and
write process which is indicated this layer can
handle properly about flood attack.

e And finally, when use full featured Gemstone
sub-process including blocking mode, all
timeout being eliminated and have trade of
increasing high on read error and several error
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on write which is with this pattern the layer will
take aggressive way to minimize impact of
DDoS with rejecting client connection when
their IP get listed on acl in connect state.

TABLE 1. Average Performance Comparison

Method Avg

Latency Avg RPS Total Request

Not use
Gemstone 703.2ms 22.23 11921
Layer
Use
Gemstone 17.12 11850
Layer with
disbale
blocking 871.8ms
mode
Use
Gemstone Nan% Nan%
Layer With
Limit
Concurent
and
Blocking Nan%
mode

TABLE 2. Socket Error Comparison

Method Error

Error Write Timeout
Read

Not use
Gemstone Layer

0 0 10956

Use Gemstone

Layer with 553 636 1323
disbale blocking
mode

Use Gemstone
Layer With 12489 957 0
Limit Concurent
and  Blocking
mode

Figure 12 shows the analysis of the Gemstone
framework's performance in handling DDoS
compared to previous research using native PHP.
The analysis metrics used were latency, including
average latency, standard deviation latency, and
maximum latency. The measurements were
performed using 1,000 requests and three threads.
The results show that the Gemstone framework has
lower latency analysis compared to subsequent
research using native PHP.

Latency analysis in DDoS handling
1800

1580
1600
1400
1200
«» 1000
= 800 605.2
600
400 322.38
200 22463 l 18.35 6695 .
0 — —
Latency average Latency Stdev Latency Max

Latency category

W Gemstone framework B PHP Native

FIGURE 12, Latency analysis in DDoS handling in
Gemstone framework and PHP Native.
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C. Testing against Cross-site scripting (XSS)
attacks

In the XSS attack testing scheme using the stored
xss injection method which is carried out on the input
form and request url param encoded with UTF-8.
Figure 13 is the result of testing the XSS attack via
uri param. Where in the test on the uri param using
the server port: 9501 targeting the url / crud / blog /
{param} which is filled with UTF 8 encoding of the
Js script.

This localhost page can’t be found

No web page was found for

e idress: http://localhost:9501/crud/blog/<%21--
%5Cx3E<img%20src%3Dxxx%3Ax%200nerror%3Djavascript%3Aalert%281%29>%20-->%0A

HTTP ERROR 404

FIGURE 13. XSS attack testing via url param.

Figure 14 is an illustration of XSS injection on a
form. And figure 15 is response from testing. In the
test on the form injection, the payload hook from beef
is used which is injected directly into the input, then
the results will be displayed on the website. The
purpose of beef injection is used as a test method to
spy on website activity and can be done for several
attacks such as phishing.

Blog Posts
Update Post

Name:

xss form injection yse beef hooks

Description:

<script src="http://192.168.0.112:3000/hoak js"> </script>

Image:

Choose File | flexibility.png

FIGURE 14. XSS Attack form injection.

A%
Blog Posts
ID  Name Description Image Actions
8  xssforminjection usebeefhooks g q_,

FIGURE 15. Response XSS attack.

IV.CONCLUSION

This study addresses the challenges of
Distributed Denial of Service (DDoS) attacks,
specifically HTTP flood attacks targeting Internet of
Things (IoT) systems, which often lack robust
gateway configurations to ensure adequate security
and privacy. This study focuses on mitigating these
attacks using the PHP Swoole framework, which is
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event-based and provides access to the transport
layer during the connection event (onConnect). This
study uses a TCP connection filtering algorithm by
implementing a simple queuing system. The results
of tests conducted ranging from benchmark analysis,
DDoS attack analysis, and XSS attack analysis have
been carried out and compared with several other
frameworks or other technologies, indicating that
the Gemstone framework has better performance
and can run well for monitoring IoT systems. For
further research, it is recommended to conduct more
experiments on the Gemstone framework with more
varied scenarios to see better performance.
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